
 

Prepared on behalf of the DLR Project Management Agency 

  

 
 

Risks in international  
research cooperation
Causes, correlations and effects 

Authors:  

Alexander Plé, Michael Kunkis, Bert Droste-Franke  

Institute for Qualifying Innovation Research and Consulting GmbH 

 

COURTESY TRANSLATION 

This is a machine generated courtesy translation of the document „Risiken in der 
internationalen Forschungskooperation - Ursachen, Zusammenhänge und Wir-
kungen“ (ISBN 978-3-949245-27-5) from German into English, created using a li-
cence of the software product DeepL. We apologise for mistranslations in sub-
stance and wording. The client of the study as well as the authors have  
agreed to this simplified translation form. 

  



 
   

 

page 2 from 50 

 

Publisher 

German Aerospace Center  
DLR Project Management Agency  
European and International Cooperation  
Dr. Gerold Heinrichs  
 

March 2024  
Bonn, Germany 

ISBN 978-3-949245-28-2 

 

Disclaimer: 

This work was carried out under a contract from the DLR Projektträger. The information and 
views set out in this document do not necessarily reflect the official opinion of the DLR Pro-
jektträger. Neither the DLR Projektträger bodies nor any person acting on their behalf may be 
held responsible for the use which may be made of the information contained therein.  

Reproduction is authorized provided the source is acknowledged. 

  



 
   

 

page 3 from 50 

 

 

 

Contents 

Summary 5 

1 Basics 6 

2 Identification and clustering of risks 7 

2.1 Risk cluster A: Unintentional transfer and dissemination 8 

2.2 Risk cluster B: Misuse 8 

2.3 Risk cluster C: Influencing the cooperation 9 

2.4 Risk cluster D: Misconduct during cooperation 9 

2.5 Risk cluster E: Systemic cascading risks 10 

3 Hazard sources, risk triggers and loss carriers 10 

4 Effects and risk assessment 11 

4.1 Exemplary chain of effects based on a case study 14 

4.2 Risk assessment 16 

5 Outlook: Risk management in international research cooperation 17 

6 Literature 21 

Appendix 23 

 

  



 
   

 

page 4 from 50 

 

Illustrations 

Figure 1: Proposal for clustering different risk types .......................................................... 9 

Figure 2: Impact model for risks in international research cooperation ........................... 12 

Figure 3: Exemplary impact chain for risks in international research cooperation ........... 13 

Figure 4:  State of Academic Freedom (0-1, low to high) (cf. Kinzelbach et al. 2023: 1) .... 18 

Figure 5: Exemplary representation of a "risk warning system" ....................................... 19 

 

Tables 

Table 1:  Actors and units of analysis .................................................................................... 11 

Table 2:  Risk cluster A: Unintentional transfer and dissemination ....................................... 23 

Table 3:  Risk cluster B: Misuse ............................................................................................. 26 

Table 4:  Risk cluster C: External influence ............................................................................ 27 

Table 5: Risk cluster D: Misconduct in cooperation.............................................................. 32 

Table 6: Risk cluster E: Systemic cascading risks .................................................................. 36 

Table 7: Knowledge and technology outflow ....................................................................... 40 

Table 8: Military use of results ("dual-use") ......................................................................... 42 

Table 9: External interference (Foreign Interference) .......................................................... 44 

Table 10: Violation of "good scientific practice" .................................................................... 46 

Table 11: Unequal access ("level-playing field") ..................................................................... 48 



  

page 5 from 50 

Summary 

This document deals with risks in international research cooperation and approaches for a possi-
ble risk management system. Chapter 1 deals with the definition of risk in general and of risks in 
international research cooperation and presents further basic terms and definitions. In order to 
gain an overview of possible types of risk, Chapter 2 identifies and defines various types of possi-
ble risks, provides examples and assigns them to different risk clusters. The resulting overview 
can help research institutions and public authorities to develop a more systematic understanding 
of the risks in research collaborations. It is shown how many different types of risks accompany 
individual collaborative situations and that the occurrence of one risk can often lead to the oc-
currence of further risks. When considering risks, longer periods of time must be taken into ac-
count in order to recognize the occurrence of systemic risks, which can result from the repeated 
occurrence of other risks. 

In order to dynamize this systematic, but also static, approach, Chapter 3 deals with the condi-
tions and consequences of risks. It identifies the sources of danger and the risk triggers that lead 
to the occurrence of risks as well as the loss carriers and the effects (consequences or damage) 
that can result from them. The specific sources of danger, risk triggers, loss carriers and effects 
(consequences or damage) for one risk from each risk cluster are named as examples. Chapter 4 
uses a chain of effects as an example to illustrate the specific course of impact for a selected 
risk. Research institutions and authorities can use the findings from Chapters 3 and 4 to increase 
their risk awareness for specific cooperation situations. The dynamic approach not only makes it  
possible to examine the sequence of occurrence conditions, risks and effects over the course of 
time. It also highlights the complexity of risks by showing how many different actors from differ-
ent countries of origin can be involved in or affected by the occurrence of risks and how many 
different paths a risk trajectory can follow. Finally, in order to provide some impetus for a com-
prehensive risk management system, Chapter 5 looks at approaches to managing risks.  

The appendix presents extensive details on the described risk clusters in ten overviews, such as 
risk indicators, measures, particularly vulnerable collaborations, as well as sources of danger, 
damage, loss carriers and risk triggers for the listed risks.  
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1. Basics 

Science, research and development are generally regarded as central building blocks of eco-
nomic success and social sustainability (see Wissenschaftsrat 2018). The international exchange 
and transfer of knowledge in the form of international research collaborations plays a particu-
larly important role here.  

We define the term "international research cooperation" as follows:  

▪ Research cooperation is initially understood to mean the exchange and cooperation between 
a university or research institution with other stakeholders, including scientific partners, eco-
nomic partners, public partners and/or networks and foundations, which pursue the goal of 
gaining scientific knowledge. In this context, international research cooperation is used when 
the cooperation partners come from different countries. Activities in international university 
and research cooperation can include, for example, research projects, graduate schools, con-
ferences and publications, but also patent developments, (large-scale) research infrastruc-
tures and the exchange of data. 

At the same time, however, it is becoming increasingly clear that norms and values such as aca-
demic freedom are not a matter of course for all stakeholders and therefore not every coopera-
tion partner (can) comply with them or "live" them (cf. Wissenschaftsrat 2018). Therefore, the 
topic of risks and uncertainties should also be taken into account by the partners involved in the 
context of international research cooperation - and they should be sensitized to this (cf. DAAD 
2020). In addition to raising awareness of and focusing on acute risk situations, it is advisable to 
consider the medium and long-term effects of international research cooperation. We want to 
adopt this perspective in our analysis by taking a critical and questioning look at international  re-
search cooperation, while at the same time fully recognizing and supporting the value and po-
tential of international research cooperation. 

The basic definition of risk used here is:  

▪ uncertain but possible consequences of events or actions that lead directly or indirectly to 
negative consequences  

A further and more in-depth discussion of the concept of risk can be found in "Grundlagen zu 
Analysen von Risiken in der internationalen Forschungskooperation" (Droste-Franke et al. 2024).   

This paper uses other basic terms that are essential for understanding our analysis and are 
therefore briefly defined here: 

▪ First state: The state of the cooperation partner from whose perspective the risks are exam-
ined, in this case: Germany. 

▪ Second state: The state to whose research system the researchers or institutes and facilities 
with which those from the first state cooperate belong. 

▪ Third country: A country whose research actors are not involved in the cooperation, but on 
which the cooperation can have an impact or, conversely, which can have an influence on the 
cooperation. 

▪ Initial risk: The risk occurs immediately and not as a result of other, previous risks.  
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▪ Consequential risk: The risk can occur as a result of previous risks. However, all consequential 
risks can also occur directly, without the prior occurrence of other risks. 

▪ Cascading risk: The risk manifests itself as a consequence of the repeated occurrence of often 
minor events that are not always perceived as a risk or occurrence of damage even in individ-
ual cases, but which together have harmful systemic effects. 

▪ Source of risk: The actors from the first, second or third country who significantly and directly 
influence the possibility of the risk occurring.  

▪ Risk triggers: The actors from the first, second or third country who directly trigger the occur-
rence of the risk through their actions. 

▪ Risk consequences: All direct and indirect, long-term, medium-term and short-term conse-
quences of risk occurrence, including changed cooperation contexts, losses from risk occur-
rence, consequential risks and cascading risks. 

▪ Damage carrier: The parties who suffer direct or indirect, indirect or direct damage as a result 
of the occurrence of a risk.  

2. Identification and clustering of risks 

An initial identification of the risks was made by consulting the following specialist texts and was 
supplemented by findings and considerations from our experience:  

▪ a comparative study on "Security in national science and innovation systems" by Leiden Uni-
versity (Hooge/Lammertink 2022) 

▪ a study on "Technological Sovereignty" by the Fraunhofer Institute for Systems and Innovation 
Research (Edler et al. 2020) 

▪ a Working Document of the European Commission on the topic of "Foreign Interference" ( EC 
2022) 

In this way, 19 risk situations could be identified that can occur in international research cooper-
ation. This is a collection intended to provide an exemplary overview of the diversity, interrela-
tionships and mutual delimitations of some much-discussed risks, but it makes no claim to be ex-
haustive. In order to obtain a better overview of the risks, the identified risks were classified into 
five different risk categories (see Figure 1). These were: 

▪ The risks are specified and differentiated from one another using definitions and examples; 

▪ The same or very similar risks, which were listed under different names in the literature, were 
combined; 

▪ The risks are grouped into risk clusters based on a number of similar essential characteristics. 

For the clustering, the individual risks were first examined for "lowest common denominators" 
that could be used to describe as many risks as possible. It became apparent that most risks are 
based on similar patterns of action. For example, the risk of misappropriation of research results 
can be traced back to the act of use as the underlying action, while the risk of technology theft is 
based on an act of transfer or dissemination. In addition to the type of action underlying the risk, 
the location or direction of the action was also used as a cluster criterion. This can either be di-
rected from the outside inwards (into the cooperation) or from the inside outwards (out of the 
cooperation) or be entirely within or outside the cooperation.  



  

page 8 from 50 

Accordingly, the key question for the classification into clusters was: To which fundamental ac-
tion can the risk be traced back and where or in which direction does this action take place? This 
resulted in four categories or clusters of risks, which were supplemented by a fifth category:  

▪ Risk cluster A: Unintentional transfer and dissemination 
▪ Risk cluster B: Misuse 
▪ Risk cluster C: Influencing the cooperation 
▪ Risk cluster D: Misconduct during cooperation 
▪ Risk cluster E: Systemic cascading risks  

A detailed overview of the risk clusters and all risks, including definitions and examples, can be 
found in the tables in the appendix (see Tables 2 to 6). The tables are structured according to 
the following pattern: 

▪ Definition of 
▪ Example 
▪ Initial risk vs. consequential risk 
▪ Risk indicators 
▪ Exemplary measures 
▪ Particularly vulnerable cooperations 

After a definition and examples, it specifies for each risk the initial risks as a result of which it can 
occur as a consequential or cascading risk. Indicators are given which can be used to assess the 
probability of a risk occurring in specific cooperation situations. Finally, it is highlighted whether 
there are cooperation contexts in which the respective risk should be given particular attention. 

1.1 Risk cluster A: Unintentional transfer and dissemination 

The action underlying these risks consists of an unintentional transfer of knowledge and is di-
rected from the inside to the outside. One example is the risk of knowledge and technology 
theft, where technology or know-how is illegitimately transferred from the cooperation to the 
outside. Another example is the risk of knowledge and technology outflow, which - in contrast to 
technology theft - may occur legitimately (and is often an aspect of research collaborations that 
cannot be influenced), but is not intended, desired or consciously sought, at least not to the ex-
tent that it occurs.  

1.2 Risk cluster B: Misuse 

The action on which these risks are based consists of the misuse of knowledge or research find-
ings and takes place entirely outside the cooperation. For risks in this cluster, it is irrelevant that 
or how the knowledge was acquired, because the respective risk does not consist in the acquisi-
tion or transfer of knowledge, but in its use outside the cooperation framework in a manner not 
intended by the cooperation partners of the first state. An example of this is the military use of 
civilian research results in dual-use research fields. 
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Illustration 1Proposal for clustering different risk types 

 

1.3 Risk cluster C: Influencing the cooperation  

The action underlying these risks consists of harmful influence on the cooperation, which, by 
definition, is directed from the outside in. One example is the influencing of research results by 
actors external to the cooperation, such as state administrative authorities.  

1.4 Risk cluster D: Misconduct during cooperation 

The action underlying these risks consists of harmful behavior that does not come from outside, 
but takes place entirely within the cooperation. It is not caused by the influence of external ac-
tors. In practice, however, a smooth transition of some risks between clusters C and D can prob-
ably be assumed.  
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1.5 Risk cluster E: Systemic cascading risks  

The remaining risks that could not be assigned to any of the aforementioned clusters were ex-
amined for essential commonalities. It became apparent that all remaining risks shared two basic 
characteristics. It is not possible to clearly characterize them based on their type and direction of 
action, as the risks are not based on actions, but on systemic conditions and circumstances that 
are unfavourable for the first state and have negative consequences.  

In addition, it appears that these states and conditions can, under certain conditions, arise as a 
result of the occurrence of some of the risks in clusters A to D. However, they differ from the 
possible damaging effects or consequences of the risks in clusters A to D in that they only occur 
under the condition that the individual situations and actions, which in themselves may repre-
sent only minor risks or no risks at all, occur systematically and add up in a cascade in such a way 
that they lead to precisely those unfavorable systemic states. Based on these two observations, 
the fifth and final risk cluster "systemic cascading risks" was finally defined. One example of this 
is the risk of creating dependencies in research, which can occur through the systematic occur-
rence of the risk of knowledge and technology outflow. For some individual collaborations, the 
latter may appear small and insignificant or not be perceived as a risk, but in the case of system-
atic, repeated occurrence, it leads, even unnoticed, to the systemic cascade risk of "generation 
of dependencies".  

▪ It should be noted that there are two cascading risks that stand out from the other cascading 
risks in this cluster. Unlike all other cascading risks, the risk of "knowledge and technology 
outflow" can also occur as an initial risk. It can arise from a state of the system that is preceded 
by the repeated, systematic occurrence of other risks, as well as being an initial risk that exists 
independently of the prior occurrence of other risks. For this reason, it was assigned to risk 
cluster A. The risk of "unequal access ("level-playing field")" unlike all other cascading risks, 
can arise not only from the repeated, systematic occurrence of other risks, but also from the 
repeated, systematic entry into asymmetrical cooperation agreements (which is not a risk in 
itself). It was assigned to cluster E. 

The study of the risk of "foreign interference" was based on the Leiden University study (see 
Hooge/Lammertink 2022) and the European Commission's Working Document (see EC 2022). 
The Leiden University study was also used as a basic document for the risk of "knowledge and 
technology theft" and for the risks in Cluster B. In contrast, the starting point for the definition 
and analysis of the risk "Creation of dependencies" and in particular the associated concept of 
"Technological sovereignty" was a study by the Fraunhofer Institute (cf. Edler et al. 2020). The 
definition of the risks of "censorship" and "self/censorship" is based on the generally applicable 
definitions. The term "cascading risk" is used in a variety of ways in the literature. In this analysis, 
only the term for the designation of risk cluster E was borrowed.  

3. Hazard sources, risk triggers and loss carriers 

For the identification and analysis of potential sources of risk, risk triggers and risk carriers, all 
actors that could be potential sources of risk or risk carriers were first listed. The actors were 
first identified using selected specialist literature and then supplemented by our own considera-
tions (e.g. OECD 2022; Hooge/Lammertink 2022). In the next step, the actors were each assigned 
to one of the stakeholder levels (politics, science, business or society) and a level with regard to 
their "flight altitude" (micro, meso, macro and global level) (see Table 1).  
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Table 1: Actors and units of analysis 

Dimension/  
level 

Science Politics Economy Civil society 

Micro level   Researchers 

 Research institu-
tion/ University 

 Funding agency 

 Governmental and 
administrative au-
thorities 

 Security agencies/ 
intelligence ser-
vices 

 Companies (invol-
ved) 

 Company (uninvol-
ved) 

 individual citizens  

Meso level  Academic associa-
tions/ networks 

 State  
police and  
military apparatus 

 Trade associations  civil society  
associations 

Macro level  Research and inno-
vation system 

 State/Federation  National economy  Civil society 

Global level  international sci-
ence system  

 international state 
system 

 international eco-
nomic system 

 International civil 
society 

 

Tables 7 to 11 (see appendix) contain an analysis of the potential sources of danger, risk triggers, 
loss carriers and losses for one risk from each risk cluster. The aim is to place the findings de-
rived from the previous chapters in a practical context. Actors from third countries are always 
cited as sources of risk, risk triggers or loss carriers if they are involved or affected by definition 
when a risk occurs. This is the case, for example, with the risk "Restrictive influence by third 
countries". In all other cases, third country actors were only included in the analysis on a case-
by-case basis if they are involved or affected in certain individual cases. This is the case, for ex-
ample, with the risk of "data and information theft". If this risk occurs, third country actors are 
only listed as a cause of damage if the stolen data or information also affects third country ac-
tors who are neither directly nor indirectly involved in the cooperation. 

4. Effects and risk assessment 

An impact model usually represents a sequence of cause-and-effect relationships. Such impact 
chains are used in different areas, for example in climate research, in the health sector or in 
business management contexts. At this point, we will first look at an exemplary impact model  
as it could be determined and used in the area of application of risk management in interna-
tional research cooperation (see Figure 2). 
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Illustration 2: Impact model for risks in international research cooperation 

 

 

In this impact model approach, it is assumed that "activities" are caused by an "input". These 
"activities" in turn result in an "output", but in particular there are medium-term effects in the 
form of an "outcome" and long-term effects in the form of an "impact". This logic of effects and 
interdependencies must therefore already be considered when activating an "input". This illus-
trates that both direct and indirect consequences can arise from the inputs provided. These con-
sequences can have both positive and negative effects. They can occur directly or with a time 
delay. Overall, for a holistic assessment of the profitability of international research collabora-
tions, it is essential to always compare an impact analysis of risks along their development path 
over time with an impact model of the opportunities of international collaborations. However, 
since the subject of this paper is the consideration of (negative) risks in international research 
collaborations, the focus is on the risks identified in Chapter 2, which must be considered and 
evaluated as negative effects in the (individual) planning and organization of international re-
search collaborations.  

In the following, a possible specific results chain will be described, which could also occur in the 
context of international research cooperation. Looking at impact chains has several advantages. 
On the one hand, they show how actions can lead to corresponding effects, e.g. in the case of a 
worst-case scenario. If there are many possible constellations, there will also be many worst-
case scenarios. In addition to the number of constellations, the motivation for the respective ac-
tion also plays an important role. Very large economic incentives could, for example, lead to the 
desire to influence other participants through correspondingly high incentives. Furthermore, the 
effects of certain actions can be prevented by interrupting the impact chains in advance where 
possible. Suitable approaches for avoiding negative effects can thus be derived from the impact 
chains. In the following, individual impact chains are played through as examples in order to 
show possible connections and raise awareness of possible effects.  
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Illustration 3: Exemplary impact chain for risks in international research cooperation 

 

In a simplified chain of effects (see Figure 3), one or more risks could occur. The risk can result 
from a wide variety of sources of danger, actors and motivations or interests. The concrete risk 
potential in itself is initially diffuse and difficult to quantify. In order to concretize or operational-
ize an at least latent risk potential, certain risk parameters must be defined and/or (potential) 
sources of danger identified. The interaction of an organization's risk management with the duty 
of care at an individual level and intervention mechanisms at a systemic level is crucial for this 
definition or identification. 

An existing risk potential can, but does not necessarily have to, result in a "risk occurrence". The 
occurrence of one or more risks can take place in different ways and at different levels. The oc-
currence of a risk can happen at a specific point in time, but can also take place gradually over a 
longer period of time. Furthermore, it can also remain undetected and only manifest itself in its 
effects. These fundamental characteristics of risks must be taken into account when considering 
whether specific measures need to be taken to eliminate or mitigate a particular risk.  

The effects that can result from the occurrence of a risk are defined here as "direct risk conse-
quences" and "indirect risk consequences". Direct risk consequences are defined as those conse-
quences that result directly, promptly and primarily from the occurrence of a risk. These include 
direct damage, but also the occurrence of consequential risks, which in turn can lead to direct 
and indirect risk consequences. 

In contrast, the indirect risk consequences have a delayed (medium/long-term) and/or indirect 
effect. An indirect risk consequence can result from an "inconspicuous" risk occurrence or "mi-
nor" risk event on its own, but which can have an unexpected impact in combination with other 
risks and/or over time. In addition to the effects of damage that only become apparent over a 
longer period of time, this also includes cascading risks (see risk cluster E), which - like conse-
quential risks - can in turn lead to direct and indirect risk consequences.  From this perspective, 
extreme cases are conceivable - at least in theory - in which a sequence of risks and 
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consequential or cascading risks leads to long-lasting negative spirals of effects. However, such 
extreme cases are not examined further in this paper, but could provide interesting impulses for 
further research.  

In the following, the chain of effects for the risk of "knowledge and technology outflow" is out-
lined in an exemplary individual case. This constructed chain of effects is intended to show how 
pronounced the "ramifications" of chains of effects can be, i.e. how many different connection 
possibilities can occur between the links in the chain of effects. The occurrence of one and the 
same risk can lead to different damage due to different framework conditions (source of danger, 
field of research, areas of application, countries involved) and risk processes (risk trigger, dam-
age carrier, extent of damage, consequential risks, etc.).  

1.6 Exemplary chain of effects based on a case study 

As a starting point, we use a constructed case in which a scenario with risk occurrence and a 
possible chain of effects could occur.  

The initial situation of the case is as follows: There is an international research cooperation be-
tween a "first state A" and a "second state B". The specific research cooperation is carried out by 
"Research Organization A" and "Research Organization B" from the respective countries. The du-
ration of the cooperation is 12 months. A letter of intent regarding the framework conditions of 
the research cooperation (in particular working hours, accommodation and travel expenses) is 
concluded between the research organizations in advance. The cooperation involves an ex-
change of researchers in a highly innovative field of research.  

▪ Person B is taking part in a research project as part of an international research cooperation 
between research organization A and research organization B - where she is employed. On 
site in the first country A, he works very closely with person A. Person B receives access to the 
research infrastructure of research organization A, including unrestricted access to the re-
search databases of research organization A. 

▪ In the run-up to the research cooperation, a trade association offers person B financial incen-
tives to steal technologies as part of the research cooperation. The trade association, like per-
son B, comes from second country B.   

▪ Person B refuses to cooperate with the trade association. 

▪ Person B enters first country A with a visa for scientists and begins work at research organiza-
tion A. 

▪ Person A and person B cooperate very closely in the research collaboration. Person B supports 
person A in an important way. However, it is still clearly communicated that the research re-
sults are the intellectual property of person A and research organization A. This was also con-
firmed and assured by person B and research organization B at the beginning of the research 
collaboration. This was also confirmed and assured by person B and research organization B 
at the beginning of the research collaboration.   

▪ In the course of their research stay, person B develops a personal interest in using the research 
data for themselves and for their own research work 

▪ Person B uses numerous research data during the research stay. Some in connection with their 
own research work, others from other disciplines, without making this transparent. 

▪ The research collaboration ends and person B returns to their home organization. 
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▪ Shortly after the end of the research collaboration, person B publishes an independent re-
search article in a renowned and relevant specialist journal. The main content of the article 
results from the external research data. Person B claims these results for themselves. 

▪ Person A initially reacts with surprise to the published article, then with anger, as they can no 
longer use and publish their own research results - which are also based on the stolen research 
data. 

▪ Person A contacts the management of their research institute and demands legal action. 

▪ Person B has left research organization B in the meantime. He now works as a department 
head in a research and development department of a large industrial group in his country of 
origin, second country B. 

▪ Research organizations A and B are dealing with the case of person B. Research organization 
B no longer has access to person B. However, it does not see any misconduct on its part. Re-
search organization A then announces that it no longer wishes to cooperate with research 
organization B and other organizations from second country B, even though research organi-
zation A is aware that there are many important experts and specialists from its field of re-
search in second country B. In addition, second country B is an important market for products 
from second country B. In addition, the second country B is an important sales market for 
products from the research field.   

▪ As research organization A cannot find a way of dealing with or reclaiming the stolen research 
results, person A is very dissatisfied with this result and intends to leave the research organi-
zation. 

▪ Person B, who initially acted purely out of self-interest and motivation, realizes how coveted 
the stolen research results are in the second state B and passes them on to state research 
institutions.  

▪ The results passed on are so valuable that there is an enormous outflow of knowledge and 
technology from the first state A to the second state B. 

▪ Over the course of the next three years, it becomes clear that there has been an outflow of 
knowledge and technology in other research organizations in similar constellations. The num-
ber of complaints from research organizations in the first state A increases. Government agen-
cies become involved and turn their attention to the matter. 

▪ Government agencies from first state A note that second state B has been strengthened by 
these forms of international research cooperation to the disadvantage of first state A.  

▪ Companies from second country B now offer more advanced products in a certain market 
segment and secure a more dominant position on the international market. 

▪ First state A requests second state B to prevent these practices in its country. Second state B, 
however, refuses to do so. 

▪ The relationship between first state A and second state B is disturbed.  

▪ First state A reduces funding for international research cooperation with second state B and 
examines whether it is possible to discontinue funding completely. 

The purpose of this example was to illustrate how a chain of effects of risky events in interna-
tional research cooperation can be structured. In summary, the following aspects should be em-
phasized: 



  

page 16 from 50 

▪ A risk potential does not necessarily have to lead to the occurrence of a risk - but it can. In 
particular, the probability of occurrence and the extent of the consequences must be taken 
into account. 

▪ If a risk occurs, it may be perceived immediately, or it may only be discovered at a later stage, 
or it may remain undetected altogether. 

▪ The occurrence of a risk can have an impact on different stakeholders and levels over time. In 
addition, the extent of damage can increase as a result of the risk and/or "spread" to other 
areas. 

▪ A risk at the micro level, e.g. at the level of individuals, can give rise to a risk at the macro level, 
e.g. at the level of research systems, and vice versa.  

Such schematized chains of effects can be used to identify where, i.e. between which links in the 
chain of effects, influence can be exerted on the course of risk and which points are less suitable 
for this. 

1.7 Risk assessment 

The following aspects can be considered in detail for the determination and assessment of the 
individual risk characteristics according to the above explanations (see Droste-Franke et al. 2024 
for further details): 

▪ Probability of occurrence: The probability of occurrence can be determined from a more de-
tailed examination of the impact chains if the relevant information is available. First of all, the 
probability of the triggering event or action is required. In addition, the cause-effect chains 
must be examined to determine whether some effects are not inevitable but can be assigned 
probabilities. If several impact paths are relevant for the decision, tree diagrams can be used, 
for example. In practice, there is often not enough data available to determine probabilities 
quantitatively. However, rough qualitative considerations often help to make rational deci-
sions.  

▪ Extent of the consequences of the damage: If the consequences are known, the extent of the 
consequences can be derived using various assessment methods. Essentially either by com-
paring damage, by evaluating the loss of benefits with monetary valuations and by actively 
involving decision-makers in a multi-criteria, e.g. discursive, evaluation process. Depending on 
the circumstances, stakeholders should be selected according to their relevance, including 
their involvement, decision-making competence/responsibility or expertise. However, not 
only direct consequences need to be taken into account, but also indirect consequences that 
lead to further side effects. Particular attention should be paid to consequences that also have 
an impact on other risks and can increase or reduce them. The possible influence on other 
aspects or social or political goals, such as the topics of the Federal Government's strategy for 
the future, also plays an important role. 

▪ Estimation certainty: Estimation certainty is a measure of the reliability of estimates. In order 
to base a decision on this, it must be possible to estimate the certainty of the assessment. It 
must be taken into account that, in the case of potentially high levels of damage and low cer-
tainty of the estimates, precautionary principles may still play a role, the pursuit of which 
would possibly lead to the complete avoidance of risks, for example through effective bans.  

▪ Persistence: The persistence of damage is an important aspect that focuses on the duration of 
the damage. A long duration can exacerbate damage. Some systems are already designed for 
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short functional failures. In addition, a long-lasting loss is more likely to overlap in time with 
losses caused by other risks, making multiple exposures more likely. The duration of damage 
can be estimated if you know the extent of the damage and, if necessary, can deduce from 
similar cases or the individual steps how quickly a recovery can take place. 

▪ Reversibility: Reversibility raises the question of whether the original state can be restored. In 
most cases, non-recoverability results from the fact that although it is possible to restore the 
(almost) original state, it is not worth the effort. In many cases, the effort involved can be 
estimated as the sum of the individual efforts required. If the restoration effort is much higher 
than the damage itself, the damage will not be repaired and restoration will not take place. 

▪ Delay effect: The delay effect is essential when it comes to the communicability of risks. Risks 
whose extent of damage only becomes visible after many years can only be estimated by mod-
eling with corresponding uncertainties. In order to decide which measures should be taken to 
avoid the potential damage, the decision-makers must trust the statements made by the mod-
els. The delay effect can be estimated with the help of the impact paths by adding up the 
durations of the individual steps. 

▪ Mobilization potential: The mobilization potential (including spill-over effects) indicates how 
great the social resistance to measures can be. It can be estimated by examining the potential 
mobilization potential of each possible impact. The assessment of possible relevant effects of 
mobilization should be included in a rational decision on the design of cooperation.  

The various aspects derived from the fundamental discussion on risks (e.g. environmental risks) 
also form a basis for the rational assessment and design of research collaborations. The rele-
vance of the aspects and the calculability of suitable indicators depend on the design or deci-
sion-making situation and the type of cooperation. The above list serves to raise awareness of 
these aspects and to be able to take them into account in an adapted manner.  

5. Outlook: Risk management in international research co-
operation research cooperation 

When setting up a general risk management system, it is useful to distinguish between different 
phases of the "risk situation". At this point, a distinction should be made between risk analysis, 
risk assessment and risk monitoring.  

The basics of risk analyses and risk assessments were presented in the previous chapters. An ex-
emplary procedure for risk assessment and risk monitoring is presented below.  

As the previous chapters have shown, the analysis and assessment of risks is a complex issue. 
The reasons are: 

▪ the difficult-to-manage number of possible risks; 
▪ the many possible interdependencies between risks, which can lead to several risks occurring 

simultaneously or in succession; 
▪ the large number of actors that can be sources of danger and risk triggers for one and the 

same risk and that can cause this risk to occur in different ways and have different courses of 
impact; 

▪ and, as a result, the difficulty of assessing the various risks across the board using the assess-
ment criteria presented. 
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Consequently, it is recommended that risks are always analyzed, assessed and monitored on a 
case-by-case basis. One possible risk management approach is to identify the potential risks of 
the collaboration in advance of a research collaboration, for example with the help of the risk 
tables in the appendix, and to assess them on a case-by-case basis using the assessment criteria 
presented.  

The actors in international research cooperation can use secondary sources as part of an initial 
assessment, for example to obtain information on the stability of the research system in a sec-
ond country. In this context, an assessment of academic freedom could be useful. Such an as-
sessment is provided by the "Academic Freedom Index" (cf. Kinzelbach et al. 2023). This index 
provides a comprehensive overview of academic freedom in 179 countries and territories (see 
Figure 4). Five central indicators serve as the basis for the assessment: "Freedom of research and 
teaching", "Freedom of academic exchange and dissemination of information", "Institutional au-
tonomy", "Campus integrity" and "Freedom of academic and cultural expression". 

Illustration 4: State of Academic Freedom (0-1, low to high) (cf. Kinzelbach et al. 2023: 1) 

 

As part of such an assessment by the actors involved, the type and manner of risk assessment 
could be adapted as required. It would also be conceivable to focus on certain categories or to 
include additional categories. A quantifiable, e.g. indicator-based, criteria system could be de-
rived from the risk assessment presented here (see Figure 5). The classification of such a "risk 
warning system" would then be based on a system defined in advance. 
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Illustration 5: Exemplary representation of a "risk warning system" 

 

 

Such a risk assessment should always be weighed up against the expected goals and opportuni-
ties of the cooperation before it is entered into. Online tools can help here, with which an initial 
self-assessment can be recorded and, based on this, the opportunities and risks of the collabora-
tion can be methodically evaluated. The OPERATE tool, for example, which was created specifi-
cally for the needs of research and innovation institutions, would be well suited to this (see: OP-
ERATE: Assess risks & opportunities in research - Safeguarding Science (safeguarding-sci-
ence.eu)). 

The results of the risk analysis, the risk assessment and the opportunity/risk comparison would 
make this clear: 

▪ whether the intended cooperation is still advisable; 
▪ what measures can be taken to prevent the risk from occurring or to reduce its probability; 
▪ what measures can be taken to mitigate the impact of damage in the event of a risk occurring 

and to prevent the occurrence of possible consequential or cascading risks; 
▪ which of these measures can possibly already be implemented in the regulations of the coop-

eration agreement. 

As the risk assessment can change over time, a regular review of the specific risk status, i.e. 
monitoring, is also recommended. Special software or a web-based analysis tool could also be 
used for monitoring and statistical evaluation. As risks cannot usually be completely avoided in 
reality, risk reduction measures should also be considered. 

Finally, it should be noted that this type of assessment is well suited for initial and subsequent 
risks at the level of researchers, research collaborations and/or research institutions. However, 
the consideration of systemic cascading risks should tend to be carried out in a bundled form by 
one or more actors at a system level. An effective flow of knowledge between these and the in-
dividual research institutes and actors that enter into the respective collaborations is a 

https://www.safeguarding-science.eu/tools/operate/
https://www.safeguarding-science.eu/tools/operate/
https://www.safeguarding-science.eu/tools/operate/
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prerequisite for such a system. For the development of an integrated risk management system 
at a national level or at the level of research and innovation systems, a comparative look at the 
risk management regimes in other countries would also be advisable (cf. Hooge/Lammertink 
2022; Wilner et al. 2022; JASON 2023).  
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Appendix 

 

 

Table 2 -- 1/2: Risk cluster A: Unintentional transfer and dissemination 

Data and information theft 

Definition of Example Initial risk vs. consequen-
tial risk 

Risk indicators Exemplary measures Particularly vulnerable  
cooperations 

Data, data records or infor-
mation from the cooperation 
area or from other areas ac-
cessible through it are passed 
on without authorization. 

 

 Data theft for the data-
driven further development 
of AI technologies in the re-
search and innovation sys-
tem of other countries. 

 Information on the state of 
research, research findings 
or persons, institutes and 
organizations that can be 
obtained through coopera-
tion is passed on to exter-
nal stakeholders. 

 Initial risk 

 Consequential risk, as a re-
sult of: 

 External interference ("fo-
reign interference") 

 Violations of good scienti-
fic practice 

 

 Suspicious access to data 
storage locations by coop-
eration partners. 

 Unusually high interest in 
certain data or information 
on the part of the coopera-
tion partner. 

 Cooperation-specific data 
or information is used, pub-
lished or discussed in the 
second country or in third 
countries. 

 Clearly defined processes 
for access rules, especially 
for sensitive data. 

 Encryption of data. 

 Password-protected access 
to critical infrastructures, 
e.g. databases. 

 Appointment of a data pro-
tection officer 

- 
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Table 2 -- 2/2: Risk cluster A: Unintentional transfer and dissemination  

Knowledge and technology outflow  

Definition Example Initial risk vs. consequen-
tial risk 

Risk indicators Exemplary measures Particularly vulnerable  
cooperations 

 Concrete knowledge, 
know-how and technolo-
gies from the cooperation 
area, or from other areas 
accessible through it, are 
passed on without authori-
zation to actors and sys-
tems to whom the technol-
ogy is not yet available. 

 Specific technological 
know-how and findings 
that are unknown to the re-
search system of the sec-
ond state (e.g. in the field 
of quantum or nuclear 
technology) are stolen by 
the research partner from 
the cooperation context 
and passed on to research-
ers, institutes and facilities 
in the second state.   

 Initial risk  

 Consequential risk, as a re-
sult of: 

 Data and information 
theft 

 External interference ("fo-
reign interference") 

 Theft of intellectual pro-
perty 

 

 Unusually high interest in 
certain parts of technolo-
gies or certain knowledge 
on the part of the coopera-
tion partner. 

 Unexpected progress in re-
search and development in 
the second country or in 
third countries in the area 
of cooperation. 

 Security check of author-
ized persons. 

 Risk management of the or-
ganization concerned. 

 Assigning access authoriza-
tions. 

 Protected areas, e.g. pass-
word-protected access to 
individual research data. 

 Research collaborations in 
the natural sciences 

 

 Valuable knowledge, tech-
nologies and know-how 
from the area of coopera-
tion or from other areas ac-
cessible through it flow to 
actors or systems to which 
they were not previously 
available. The outflow 
takes place in a legitimate 
but unintended way. 

 As part of a long-term re-
search cooperation on sem-
iconductors, the coopera-
tion partner from the sec-
ond country acquires "lived 
knowledge" of manufactur-
ing techniques that the re-
search partner from the 
first country has painstak-
ingly built up over the 
course of its many years of 
experience in the field.  

 Initial risk 

 Consequential risk, as a re-
sult of: 

 Knowledge and techno-
logy theft 

 Cascading risk sui generis1 , 
as a result of the repeated 
occurrence of 

 Risks from cluster A 

 Unexpected progress in re-
search and development in 
the second country or in 
third countries in the area 
of cooperation. 

 Unexpectedly rapid devel-
opment of expertise by the 
cooperation partner from 
the second country in the 
area of expertise of the co-
operation partner from the 
first country 

 Training and sensitization 
of employees to risks in re-
search cooperation. 

 Confidentiality agreements 
between employees and 
employer/client 

 Research collaborations in 
the natural sciences 

___ 

1 The risk of "knowledge and technology theft" is a sui generis cascading risk. Unlike the other cascading risks, the risk occurs both in the form of a systemic cascading risk (the occurrence of which presupposes the repeated, 
systematic occurrence of other risks) and in the form of an initial risk (which also exists independently of the existence or  occurrence of other risks). 
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Table 3 -- 1/2 : Risk cluster B: Misuse 

Misuse of results 

Definition of Example Initial risk vs. consequential 
risk 

Risk indicators Exemplary measures Particularly vulnerable  
Cooperations 

Research results are used or 
adapted for a purpose that 
was not intended by the col-
laboration and is contrary to 
the values of the first state. 
This includes the conversion 
of non-dual-use results to 
dual-use results through in-
teroperability with other re-
sults.  

 Digital monitoring systems 
are used, contrary to their 
actual purpose, to monitor 
the population of the sec-
ond state. 

 Social science findings are 
used to control or sup-
press the population. 

 

 Initial risk (with intended 
transfer) 

 Consequential risk, as a re-
sult of:  

 Risks from cluster A 

 external interference  
("Foreign Interference") 

 

 The second state is involved 
in armed conflicts with other 
states or sub-state groups.  

 Systematic human rights vio-
lations take place in the sec-
ond state. 

 The political balance of 
power in the second state is 
unstable or fragile.  

 The cooperation partner 
shows an unusually strong in-
terest in using findings from 
the research cooperation in 
unforeseen and questionable 
contexts or in combination 
with other, unforeseen and 
questionable technologies or 
knowledge. 

 Introduction of risk ma-
nagement. 

 Regular review and infor-
mation gathering on the 
current situation in the sec-
ond country. 

 Security check of partners 
prior to cooperation. 

 Cooperation with national 
security authorities and/or 
institutions.  

 STEM cooperation in the field 
of applied research 

 Cooperation in the field of 
law and social sciences 

 Cooperation in the fields of 
psychology and media studies 
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Table 3 -- 2/2 : Risk cluster B: Misuse 

Military use of results ("dual use") 

Definition Example Initial risk vs. consequential 
risk 

Risk indicators Exemplary measures Particularly vulnerable  
Cooperations 

Research results from civil-
ian collaborations are 
adapted or further devel-
oped for military purposes 
and applications (dual-use 
technologies), contrary to 
the original intentions of 
the first state. 

 Results from civilian nuclear 
research cooperation are 
used to create nuclear 
weapons 

 

 Initial risk (with intended 
transfer) 

 Consequential risk, as a re-
sult of: 

 Risks from Cluster A 

 external interference  
("Foreign Interference") 

 misuse 

 The second state is involved 
in armed conflicts with 
other states or sub-state 
groups.  

 Systematic human rights vi-
olations take place in the 
second state. 

 The political balance of 
power in the second state is 
unstable or fragile. 

 Introduction of an ethics 
catalog or ethics regula-
tions. 

 Obtain confidentiality agree-
ments. 

 Regular monitoring of corre-
sponding activities in the 
second country. 

 Cooperation with national 
security authorities and/or 
institutions. 

 Termination of the coopera-
tion 

 STEM cooperation in strategic 
technology areas (e.g. auto-
motive, aerospace, IT, ship-
ping, telecommunications, en-
ergy) 
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Table 4 -- 1/5: Risk cluster C: External influence 

External interference ("Foreign Interference") 

Definition of Example Initial risk vs. consequential 
risk 

Risk indicators Exemplary measures Particularly vulnerable  
Cooperations 

Actors in the second state 
influence cooperation - di-
rectly or indirectly - in a 
coercive, covert, deceptive 
or corrupting manner in 
order to pursue political 
goals that conflict with the 
interests, values and sov-
ereignty of the first state. 

 Instrumentalization of re-
searchers or institutions of 
the first state by the second 
state for political purposes 
of the second state within 
the first state. 

 Cultural institutes in the sec-
ond state enter into cooper-
ation agreements with uni-
versities in the first state 
and influence their curricula.  

 A funding body from the 
second state threatens to 
withhold project funding if 
the cooperating research in-
stitution from the first state 
does not publicly represent 
the political views of the 
second state. 

 Initial risk 

 Consequential risk, as a re-
sult of: 

 restrictive influence by the 
first state 

 

 The second state represents 
a different value system and 
has an interest in enforcing 
this internationally. 

 The cooperation is linked to 
conditions that are not only 
motivated by science and 
research policy, but also fol-
low a political logic that is 
independent of research. 

 There are indications that 
the cooperation partner is 
pursuing political objectives 
within the framework of the 
cooperation. 

 The cooperation partner in-
sists exceptionally strongly 
on political divergences and 
makes them a point of con-
tention within the coopera-
tion. 

 Sensitization and active 
training of employees on 
how to protect themselves 
against external influence. 

 Communicating ethical 
standards and guidelines to 
employees. 

 Supporting employees and 
their integration, e.g. into 
the existing team 

 Obtain confidentiality agree-
ments. 

 If necessary, carry out safety 
checks. 

 Introduction of risk manage-
ment in the relevant organi-
zation. 

 Cooperation with national 
security authorities and/or 
institutions. 

 Cooperation in the field of so-
cial sciences 

 Teaching cooperations 
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Table 4 -- 2/5: Risk cluster C: External influence 

Restrictive influence by the second state 

Definition of Example Initial risk vs. consequential 
risk 

Risk indicators Exemplary measures Particularly vulnerable  
cooperations 

The second state partially 
or completely impedes co-
operation through admin-
istrative, regulatory or po-
litical measures. 

 State authorities in the sec-
ond country are skeptical 
about cooperation and hin-
der it with administrative 
hurdles, such as exit or entry 
restrictions  

 Initial risk 

 Consequential risk, as a re-
sult of: 

 External interference ( 
"foreign interference") 

 Violation of scientific, po-
litical or social values of 
the second state 

 In the second country, legal 
and/or regulatory measures 
are discussed or adopted 
that de facto hinder cooper-
ation. 

 The second state has hin-
dered international cooper-
ation in the past. 

 The cooperation partner is 
increasingly reluctant to 
participate in the coopera-
tion. 

 Regular monitoring of corre-
sponding activities in the 
second country. 

 Exchange with partner or-
ganization in the second 
country. 

 Verification of the inde-
pendence of the partner or-
ganization in the second 
country. 

 

 



 

 

page 29 from 50 

Table 4 -- 3/5: Risk cluster C: External influence 

Influencing research results (external) / censorship 

Definition of Example Initial risk vs. consequential 
risk 

Risk indicators Exemplary measures Particularly vulnerable  
cooperations 

Control, review, influence 
and falsification or with-
holding of the (partial) re-
sults of a research cooper-
ation by state authorities 
of the second state for po-
litical, legal, religious or 
moral reasons. 

 A social science research co-
operation comes to the con-
clusion that a high degree of 
pluralism and diversity 
makes societies more resili-
ent. The authoritarian coop-
eration partner influences 
the results through data ma-
nipulation, misinterpreta-
tion or other manipulations 
so as not to jeopardize the 
dominance of existing val-
ues in the second state. 

 (Partial) results of a cooper-
ation are not disseminated 
due to state censorship in 
the second state. 

 

 Initial risk  

 Consequential risk, as a re-
sult of the risks: 

 External interference ( 
"foreign interference") 

 Restrictive influence 

 

 There is no freedom of ex-
pression in the second state 
and censorship is practiced. 

 The second state has al-
ready censored the results 
of other research findings 
from international collabo-
rations or parts thereof.  

 It is foreseeable that the ex-
pected results of the coop-
eration are not compatible 
with the value system of the 
second state. 

 The cooperation partner ex-
presses its concern about 
the public acceptance of the 
research results in its coun-
try of origin. 

 Communication of a code of 
ethics or guidelines. 

 Legal support for employees 
in the event of conflicts/dis-
putes. 

 Contact with supporting 
state authorities. 

 

 Cooperation in the social sci-
ences and humanities 

 Basic research collaborations 
in the natural sciences with 
theological implications  
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Table 4 -- 4/5: Risk cluster C: External influence 

Restrictive influence by third countries 

Definition of Example Initial risk vs. consequential 
risk 

Risk indicators Exemplary measures Particularly vulnerable  
cooperations 

Third countries that are 
not involved in the cooper-
ation make it more diffi-
cult, consciously or uncon-
sciously, partially or com-
pletely, through adminis-
trative, regulatory or polit-
ical measures that exert an 
influence. 

 A third country becomes 
aware of geopolitical 
changes as a result of the 
occurrence of systemic cas-
cading risks and imposes 
travel restrictions to hinder 
the travel of cooperation 
partners. 

 Sanctions imposed by third 
countries that are not re-
lated to cooperation hinder 
cooperation. 

 Initial risk 

 Consequential risk, as a re-
sult of:  

 all risks that could damage 
the third country if they 
materialize 

 the cascading risks:  

 Strengthening system ri-
vals and potential oppo-
nents 

 Strengthening of poten-
tial competitors 

 Creation of dependencies 

 Cooperation conflicts with 
the interests of third coun-
tries, which are in a position 
to exert a restrictive influ-
ence on them. 

 Cooperation is politicized in 
third countries whose inter-
national or bilateral influ-
ence is great enough to have 
a negative impact on coop-
eration. 

 Raising employee awareness 
of the relevant framework 
conditions. 

 Introduction of risk manage-
ment and countermeasures 
derived from it. 

 Supporting employees, par-
ticularly in legal matters. 

 Exchange with state authori-
ties of the first state. 

 Restriction, interruption or 
even termination of cooper-
ation with the second coun-
try. 

 STEM cooperation in strategic 
technology areas (e.g. auto-
motive, aerospace, IT, ship-
ping, telecommunications, en-
ergy) 

 Cooperation that implies or 
presupposes a longer-term 
partnership with the second 
country 
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Table 4 -- 5/5: Risk cluster C: External influence 

Restrictive influence by the first state 

Definition of Example Initial risk vs. consequential 
risk 

Risk indicators Exemplary measures Particularly vulnerable  
cooperations 

The first state partially or 
completely obstructs coop-
eration through adminis-
trative, regulatory or polit-
ical measures, e.g. for fear 
of risks materializing. 

 A case of data theft in the 
context of a research coop-
eration becomes known and 
the first state blocks or im-
pedes the cooperation for 
fear of further cases. 

 Cooperation with the sec-
ond state is politicized in 
public due to different value 
systems and the first state 
breaks off further coopera-
tion. 

 

 Initial risk 

 Consequential risk as a re-
sult of 

 the risks from Cluster C 

 the cascading risks 

 unequal access  
("level playing field")  

 Strengthening system ri-
vals and potential oppo-
nents 

 Strengthening of poten-
tial competitors 

 Creation of dependencies 

 Cooperation is increasingly 
politicized in the society of 
the first state.  

 

 Preservation of the inde-
pendence of the organiza-
tion in the first state. 

 Initiation of legal measures, 
if necessary legal action. 

 Appeal to international or-
ganizations for support. 

 Active communication of 
grievances to the outside 
world, especially via na-
tional media. 

 STEM cooperation in strategic 
technology areas (e.g. auto-
motive, aerospace, IT, ship-
ping, telecommunications, en-
ergy) 

 Cooperation that implies or 
presupposes a longer-term 
partnership with the second 
country 

 Cooperation in research areas 
in which the first country has 
a competitive advantage 
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Table 5 -- 1/4: Risk cluster D: Misconduct in cooperation 

Violations of good scientific practice 

Definition Example Initial risk vs. consequential 
risk 

Risk indicators Exemplary measures Particularly vulnerable  
Cooperations 

In the course of coopera-
tion, conscious or uncon-
scious misconduct leads to 
violations of good scientific 
practice and/or the scien-
tific values of the first 
state. 

 

 The cooperation partner re-
fers to alleged scientific 
sources whose scientificity 
or objectivity is obviously 
doubted in the scientific 
community.  

 The cooperation partner for-
wards personal data to 
which it gains access in the 
course of the cooperation to 
military or economic actors 
in its country of origin, con-
trary to the provisions of the 
GDPR, in order to give them 
a competitive advantage. 

 Minor infringements of in-
tellectual property due to 
less stringent scientific 
standards in the second 
country (plagiarism). 

 Initial risk 

 Consequential risk, as a re-
sult of: 

 External interference ( 
"foreign interference") 

 In the research system of 
the second state, scientific 
standards are not accorded 
the same importance as in 
the first state. 

 In the second state, science 
is not considered independ-
ent and free. 

 It is clear from the coopera-
tion partner's working meth-
ods that it places little value 
on good scientific practice 
or has a different under-
standing of it than the coop-
eration partner from the 
first country. 

 Establish or refer employees 
to ethical guidelines. 

 Raising employee awareness 
through training. 

 Mentoring program by expe-
rienced employees, espe-
cially for young/inexperi-
enced employees. 

 Establishing and communi-
cating data protection 
guidelines 
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Table 5 -- 2/4: Risk cluster D: Misconduct in cooperation 

Violation of scientific, political or social values of the second state 

Definition of Example Initial risk vs. consequential 
risk 

Risk indicators Exemplary measures Particularly vulnerable  
Cooperations 

In the course of the coop-
eration, the cooperation 
partner of one's own state 
consciously or uncon-
sciously violates the scien-
tific, political or social val-
ues of the second state 

 In the context of research 
cooperation with an authori-
tarian second state, the co-
operation partner of the 
first state emphasizes the 
oppression of minorities tak-
ing place there and thereby 
disregards political re-
strictions on scientific activ-
ity in the second state. 

 

 Initial risk 

 Consequential risk, as a re-
sult of: 

 restrictive influence by the 
first state 

 

 The scientific, political 
and/or social values of the 
second state differ signifi-
cantly from those of the first 
state. 

 There is no freedom of ex-
pression in the second state 
and censorship is practiced. 

 There is disagreement be-
tween the cooperation part-
ners with regard to the con-
tent and (partial) results of 
the cooperation and their 
interpretation. 

 

 Raising awareness among 
employees and cooperating 
researchers. 

 Establishing and communi-
cating guidelines for good 
scientific practice. 

 Establishing and communi-
cating ethical standards and 
guidelines. 

 Introduction of quality man-
agement for research work. 

 Cooperation in the social sci-
ences and humanities 

 Basic research collaborations 
in the natural sciences with 
theological implications 
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Table 5 -- 3/4: Risk cluster D: Misconduct in cooperation 

Influencing research results (internal)/autocensorship 

Definition Example Initial risk vs. consequential 
risk 

Risk indicators Exemplary measures Particularly vulnerable  
Cooperations 

Control, review, influence 
and falsification or with-
holding of (partial) results 
of a research cooperation 
by one of the cooperation 
partners on the basis of 
political, religious or cul-
tural convictions or on the 
basis of political, legal, reli-
gious or moral conformity 
in the second state. 

 The cooperation partner of 
a second state, which is a 
systemic rival, falsifies the 
results of a research project 
by manipulating or misinter-
preting data in order to 
bring them into line with 
certain cultural, social, reli-
gious or political values. 

 The researchers at the coop-
erating institution withhold 
(partial) results from the co-
operation for fear of ob-
structing their professional 
or private paths in the sec-
ond country. 

 Initial risk 

 Consequential risk, as a re-
sult of: 

 External interference ( 
"foreign interference") 

 Violation of good  
scientific practice 

 

 The scientific, political 
and/or social values of the 
second state differ signifi-
cantly from those of the first 
state. 

 It is foreseeable that the ex-
pected results of the coop-
eration are not compatible 
with the value system of the 
second state. 

 There is no freedom of ex-
pression in the second state 
and censorship is practiced. 

 The researchers at the coop-
erating institution are ex-
ceptionally careful with re-
gard to the way in which the 
(partial) results are formu-
lated and communicated. 

 The cooperation partner ex-
presses its concern about 
the public acceptance of the 
research results in its coun-
try of origin. 

 Raising awareness among 
employees and cooperating 
researchers. 

 Establishing and communi-
cating guidelines for good 
scientific practice. 

 Establishing and communi-
cating ethical standards and 
guidelines 

 Cooperation in the social sci-
ences and humanities 

 Basic research collaborations 
in the natural sciences with 
theological implications 
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Table 5 -- 4/4: Risk cluster D: Misconduct in cooperation 

Theft of intellectual property 

Definition Example Initial risk vs. consequential 
risk 

Risk indicators Exemplary measures Particularly vulnerable  
Cooperations 

In the course of the coop-
eration, intellectual prop-
erty is stolen. 

 The cooperation partner of 
the second country claims 
the research results for it-
self.  

 

 Initial risk 

 Consequential risk, as a re-
sult of: 

 External interference ("for-
eign interference") 

  Violation of good scientific 
practice 

 

 Theft of data carriers. 

 Unauthorized access to 
databases. 

 Non-authorized publication 
of research results 

 

 Raising awareness among 
employees and cooperating 
researchers. 

 Establishing and communi-
cating guidelines for good 
scientific practice. 

 Establishing and communi-
cating ethical standards and 
guidelines. 

 Introduction of quality man-
agement for research work. 

 Collaborations with milestone 
potential  

 



 

 

page 36 from 50 

Table 6 -- 1/4: Risk cluster E: Systemic cascading risks 

Strengthening potential competitors 

Definition of Example Initial risk vs.  
Consequential risk 

Risk indicators Exemplary  
Measures 

Particularly vulnerable  
cooperations 

Cooperation gives other 
countries an advantage in 
global innovation and science 
competition through the as-
sociated knowledge transfer 
and learning processes. 

 

 Cooperation in the field of 
6G enables the cooperation 
partner to learn from the 
first state and to expand its 
own capabilities in the field 
of research. This subse-
quently enables the second 
state to build up 6G infra-
structures without the in-
put previously required 
from the first state and 
leads to a reduction in 
competitive advantages 
and unique selling points in 
the first state's research 
system. 

 Cascading risk, as a 
result of: 

 the repeated oc-
currence of risks 
from cluster A 

 Consequential risk, 
as a result of: 

 Knowledge and 
technology out-
flow 

 

 See previous column. 

 On a systemic level, there is a trend towards 
an increase in the competencies of the sec-
ond state in the area of research coopera-
tion. 

 The cooperation partner of the second state 
can learn more from the cooperation than 
the partner of the first state. 

 Raising employee a-
wareness. 

 Introduction of risk 
management or risk 
assessment before 
entering into a coop-
eration. 

 Monitoring of rese-
arch activities. 

 Cooperation with 
state authorities and 
institutions. 

 

 STEM collaborations, es-
pecially in strategic tech-
nology areas (e.g. automo-
tive, aerospace, IT, ship-
ping, telecommunications, 
energy) 

 Cooperation in research 
areas in which the first 
country has a competitive 
advantage 
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Table 6 -- 2/4: Risk cluster E: Systemic cascading risks 

Strengthening system rivals and potential opponents 

Definition Example Initial risk vs.  
Consequential risk 

Risk indicators Exemplary  
Measures 

Particularly vulnerable  
cooperations 

Cooperation gives a second 
state, which is a system rival 
and/or potential opponent or 
rival, an advantage through 
knowledge transfer and 
learning processes, which af-
fects the bilateral balance of 
power and/or the balance of 
power in the international 
state system to the disad-
vantage of the first state.  

 Cooperation in the area of 
6G leads to such a strong 
competitive advantage for 
the competitor, system ri-
val or potential opponent 
that the first state becomes 
dependent on it for the 
provision of 6G technology 
or sub-technologies. 

 

 Cascading risk, as a 
result of the re-
peated occurrence 
of: 

 Risks from cluster 
A 

 Consequential risk, 
as a result of the 
occurrence of cas-
cading risks: 

 Strengthening 
potential compe-
titors 

 Strengthening 
potential oppo-
nents and system 
rivals 

 unequal access 
("level playing 
field"). 

 

 See previous column. 

 On a systemic level, there is a tendency to-
wards an increase in the competencies of the 
second state relative to those of the first 
state in the area of research cooperation. 

 The cooperation partner of the second state 
can learn more from the cooperation than 
the partner of the first state.   

 Raising employee a-
wareness. 

 Risk management 
and risk assessment 
before entering into 
a cooperation. 

 Monitoring of rese-
arch activities. 

 Cooperation with 
state authorities and 
institutions. 

 Analysis of possible 
negative effects on 
the research and in-
novation system of 
the first state 

 STEM cooperation in the 
field of applied research 

 STEM cooperation in stra-
tegic technology areas 
(e.g. automotive, aero-
space, IT, shipping, tele-
communications, energy) 

 Cooperation in research 
areas in which the first 
country has a competitive 
advantage 
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Table 6 -- 3/4: Risk cluster E: Systemic cascading risks 

Unequal access ("level playing field") 

Definition of Example Initial risk vs.  
Consequential risk 

Risk indicators Exemplary  
Measures 

Particularly vulnerable  
cooperations 

The cooperation is formally or 
de facto based on foreseea-
ble or unforeseeable unequal 
access conditions to the re-
search and innovation system 
of the other state and struc-
turally perpetuates the asym-
metry. 

 Asymmetrical access to co-
operation in certain re-
search areas: While the 
first state carries out re-
search cooperation with 
the second state in numer-
ous research areas, the sec-
ond state refuses to coop-
erate in its most competi-
tive research areas.  

 Asymmetric access to re-
search data. 

 Asymmetrical internship 
assignments in research in-
stitutions 

 Cascading risk sui 
generis, as a result 
of the repeated: 

 Occurrence of 
the "restrictive 
influence" risk if 
there are no 
comparable 
counter-re-
strictions in the 
first state  

 Entering into co-
operations on an 
unequal basis (no 
risk per se). 

 See previous column. 

 The cooperation conditions proposed by the 
cooperation partner favor the latter and/or 
the research and innovation system of the 
second country. 

 The cooperation partner does not adhere to 
the terms of the cooperation agreement, so 
that the cooperation becomes de facto asym-
metrical. 

 Raising employee a-
wareness. 

 Risk management 
and risk assessment 
before entering into 
a cooperation. 

 Monitoring of rese-
arch activities. 

 Cooperation with 
state authorities and 
institutions. 

 Reduction, discontin-
uation or termina-
tion of cooperations. 

 Increased examina-
tion of the coopera-
tion agreement for 
symmetry and fair-
ness. 

 Strengthening the 
negotiating skills of 
those negotiating 
the cooperation 
agreement. 

 Cooperation that implies 
or presupposes a longer-
term partnership with the 
second country 
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Table 6 -- 4/4: Risk cluster E: Systemic cascading risks 

Cultural hegemony of a system rival 

Definition of Example Initial risk vs.  
Consequential risk 

Risk indicators Exemplary  
Measures 

Particularly vulnerable  
cooperations 

In its production of 
knowledge, the first state is 
systematically dependent on 
the second state, not only be-
cause of its dependence on 
the latter's know-how, but in 
particular because of the pen-
etration of the second state's 
political, social and cultural 
values into the first state's 
scientific system. 

 In the social sciences, sci-
entific paradigms prevail 
that fundamentally exclude 
the production of ideas and 
knowledge that do not cor-
respond to the values of 
the second state (e.g. the 
value of the free market 
economy and the underly-
ing individualism). 

 

 Cascading risk, in 
consequences of 
the repeated oc-
currence of: 

 Influencing rese-
arch results (in-
ternal)/au-
tocensorship 

 Influencing rese-
arch results (ex-
ter-
nal)/censorship 

 External interfe-
rence ("foreign 
interference") 

 Consequential risk, 
as a result of the 
occurrence of the 
cascading risk: 

 Creation of de-
pendencies (tech-
nological sover-
eignty) 

 See previous column. 

 On a systemic level, there is a tendency to-
wards a convergence of basic theoretical as-
sumptions and scientific narratives between 
the first and second states, which suggests a 
penetration of the values of the second state 
into the scientific system of the first state. 

 The scientific political and/or social values of 
the second state differ significantly from 
those of the first state. 

 The second state represents a different value 
system and has an interest in enforcing this 
internationally. 

 In the research system of the second state, 
scientific standards are not accorded the 
same importance as in the first state. 

 In the second state, science is not considered 
independent and free. 

 The cooperation partner tries to enforce dif-
ferent (ideologically or culturally motivated) 
basic assumptions and scientific narratives. 

 Raising awareness 
among employees 
and cooperation 
partners. 

 Establishing and 
communicating 
guidelines for good 
scientific practice. 

 Establishing and 
communicating ethi-
cal standards and 
guidelines. 

 Cooperation in the social 
sciences and humanities 

 Cooperation that implies 
or presupposes a longer-
term partnership with the 
second country 
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Table 7 -- 1/2: Knowledge and technology outflow 

Sources of danger and risk triggers 

Origin Source of danger Risk triggers 

First state  Trade associations 

 Civil society associations 

 Researchers 

 Research institution/University 

 Funding agency 

 Academic associations/networks 

 Participating companies 

 Trade associations 

 Civil society associations  

Second state  Funding agency 

 Research institutions/  
universities 

 Academic associations/net-
works 

 Researchers 

  
Governmental/administra-
tive authorities 

 Security agencies/  
intelligence services 

 State police and  
military apparatus 

 Companies (participating  
and non-participating) 

 Trade associations 

 Civil society  
associations 

 Researchers 

 Research institution/University 

 Funding agency 

 Academic associations/networks 

 Participating companies 

 Trade associations 

 Civil society associations 

Third country  Research institutions/universities 

 Academic associations/networks 

 Governmental/administrative authorities 

 Security agencies/intelligence services 

 State police and military apparatus 

 Company (uninvolved) 

 Trade associations 

 Civil society associations 

 



 

 

page 41 from 50 

Table 7 -- 2/2: Knowledge and technology outflow 

Damage and loss carrier 

Origin Damage carrier Damage 

First state  Researchers  Academic competitiveness  

 Research institution/University  Academic competitiveness  

 Research and innovation system  International competitiveness  Innovative ability  International reputation and appeal 

 State police and military apparatus   International competitiveness 

 State/Federation  international influence  (supra-)national security  Technological sovereignty 

 Companies (participating and non-partici-
pating) 

 Economic competitiveness 

 Trade associations  political influence 

 National economy  International competitiveness  Innovative capacity and long-term economic growth 

Third coun-
try  

(as a result of the  
increase in  
knowledge and  
technology in the 
second state) 

 Research institution/University  Academic competitiveness  

 Research and innovation system  International competitiveness  Innovative ability  International appeal 

 State police and military apparatus  International competitiveness 

 State/Federation  international influence  (supra-)national security  Technological sovereignty 

 The company  Economic competitiveness 

 National economy  International competitiveness  Innovative capacity and long-term economic growth 
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Table 8 -- 1/2: Military use of results ("dual-use")  

Sources of danger and risk triggers 

Origin Damage carrier Damage 

Second state  Researchers 

 Research institutions/universities 

 Funding agency 

 Academic associations/networks 

 Governmental/administrative authorities 

 Security agencies/intelligence services 

 State police and military apparatus 

 Companies (participating and non-participating) 

 Trade associations 

 Identical to source of danger 

Third country  Research institutions/universities 

 Academic associations/networks 

 Governmental/administrative authorities 

 Security agencies/intelligence services 

 State police and military apparatus 

 Companies (participating and non-participating) 

 Trade associations 

 civil society associations 

 Identical to source of danger 

 

Table 8 -- 2/2: Military use of results ("dual-use") 

Damage and loss carrier 

Origin Damage carrier Damage 

First state  Researchers  Reputation  Alienation  Career prospects 

 Research institution/University  Reputation  Existing cooperations 

 Funding agency  Reputation 

 Academic associations/networks  Reputation  Cohesion 

 Research and innovation system  international reputation  Scientific value system 

 State/Federation  Companies (involved)  international reputation  Reputation  Image 
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Damage and loss carrier 

Origin Damage carrier Damage 

Second state   Researchers  Reputation  Alienation  depending on the individual case, e.g:  
social security, freedom 

 Research institution/University  international reputation  Existing cooperations  Academic autonomy 

 Funding agency  Reputation 

 Academic associations/networks  international reputation  Cohesion  

 Research and innovation system  international reputation  Scientific value system 

 Companies (uninvolved) (if directly affected)  depending on the individual case, including: political independence 

 Individual citizens (if directly affected)  depending on the individual case, e.g: Security, personal rights, freedom 

 Civil society associations (if directly affected)  Depending on the individual case, including independence 

 Civil society (if directly affected)  depending on the individual case, including: social security, freedom 

Third country 
(if affected) 

 State/Federation  international power 

 The company  Economic competitiveness  Information security 

 National economy   International competitiveness 

 individual citizens  Security  Personal rights  Freedom 

 Civil society  Security  Resilience  Cohesion 

Global level  international science system  Scientific value system  scientific internationalism 

 international state system  international security  International stability  Peace 
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Table 9 -- 1/2: External interference (Foreign Interference)  

Sources of danger and risk triggers 

Origin Source of danger Risk triggers 

First state   Researchers  Research institution/University  Companies (involved) 

Second state   Research institution/universities 

 Funding agency 

 Academic associations/networks 

 Governmental/administrative authorities 

 Security agencies/intelligence services 

 State police and military apparatus 

 Companies (participating and non-participating) 

 Trade associations 

 civil society associations 

 Researchers 

 Research institution/universities 

 Funding agency 

 Academic associations/networks 

 Governmental/administrative authorities 

 Security agencies/intelligence services 

 State police and military apparatus 

 Companies (participating and non-participating) 

 Trade associations 

Third 
country 

 Research institution/universities 

 Academic associations/networks 

 Governmental/administrative authorities 

 Security agencies/intelligence services 

 State police and military apparatus 

 Companies (participating and non-participating) 

 Trade associations 

 civil society associations 
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Table 9 -- 2/2: External interference (Foreign Interference) 

Damage and loss carrier 

Origin Damage carrier Damage 

First state  Researchers  Reputation  Career prospects  Alienation 

 Research institution/University  Academic competitiveness 

 Reputation 

 Autonomy 

 Existing cooperations 

 Criminal liability 

 Academic associations/networks  Cohesion,   international reputation  

 Research and innovation system   International reputation and appeal  Scientific value system 

 Governmental/administrative authorities   Trust of the citizens  Information security  

 State police and military apparatus  International competitiveness  Information security 

 State/Federation  (supra-)national security 

 Companies (participating and non-partici-
pating) 

 Economic competitiveness  Information security  Reputation/Image 

 National economy  International competitiveness  Innovative capacity and long-term 
economic growth 

 Economic security and resilience (sta-
bility) 

 individual citizens  Privacy rights 

 Personal rights 

 Privacy 

 Security 

 civil society associations  Information security  Independence 

 Civil society  Security  Resilience  Cohesion 

Global level  International state system  International stability   

 International science system  Scientific value system  Scientific internationalism  Global scientific synergies 
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Table 10 - 1/2: Violation of "good scientific practice" 

Sources of danger and risk triggers 

Origin Source of danger Risk triggers 

First state   Researchers 

 Research institutions/universities 

 Funding agency 

 Companies (involved) 

 Trade associations 

 civil society associations 

 Researchers 

 Research institutions/universities 

 Funding agency 

 Academic associations/networks 

 Companies (involved) 

 Trade associations 

 civil society associations 

 Researchers 

 Research institutions/universities 

 Funding agency 

 Companies (involved) 

 Trade associations 

 civil society associations 

 

Table 10 - 2/2: Violation of "good scientific practice" 

Damage and loss carrier 

Origin Damage carrier Damage 

First state  Researchers  Reputation; career prospects 
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Damage and loss carrier 

Origin Damage carrier Damage 

  Research institution/University  Academic competitiveness  Reputation  Criminal liability 

First state  Academic associations/networks  International reputation 

 Research and innovation system  International reputation and appeal  Scientific value system 

in the event of data breaches, if applicable: 

 Governmental/administrative authorities  Information security 

 State police and military apparatus  Information security 

 Companies (participating and non-partici-
pating) 

 Information security  Economic competitiveness 

 Trade associations  political influence  

 National economy   International competitiveness  Economic security/resilience 

 Individual citizens   Privacy rights  Privacy 

 Civil society associations   Information security  

Third 
country  

(if affected) 

 Governmental/administrative authorities  Information security 

 State police and military apparatus  Information security   

 Companies (participating and non-partici-
pating) 

 Information security  Economic competitiveness 

 Trade associations  political influence 

 National economy   International competitiveness  Economic security/resilience 
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Damage and loss carrier 

Origin Damage carrier Damage 

 Individual citizens   Privacy rights  Privacy 

 civil society associations  Information security  

 

Table 11 - 1/2: Unequal access ("level-playing field") 

Sources of danger and risk triggers 

Origin Source of danger Risk triggers 

First state   Research institutions/universities 

 Funding agency 

 Academic associations/networks 

 Governmental/administrative authorities 

Second state 

 

 Research institutions/universities 

 Funding agency 

 Academic associations/networks 

 Governmental/administrative authorities 

 Companies (participating and non-participating) 

 Trade associations 

 civil society associations 

 Research institutions/universities 

 Funding agency 

 Academic associations/networks 

 Governmental/administrative authorities 

 Companies (participating and non-participating)  

 Trade associations 
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Sources of danger and risk triggers 

Origin Source of danger Risk triggers 

Third country  Academic associations/networks  

 Governmental/administrative authorities 

 Trade associations 
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Table 11 - 2/2: Unequal access ("level-playing field") 

Damage and loss carrier 

Origin Damage carrier Damage 

First state  Researchers  Career prospects  Academic competitiveness 

 Research institution/University  Academic competitiveness  

 Research and innovation system  International competitiveness   

 Governmental/administrative authorities  Trust of the citizens  international reputation 

 State police and military apparatus  International competitiveness   

 State/Federation  Technological sovereignty 

 international influence 

 Bilateral relations with second country 

 (supra-)national security 

 Companies (participating and non-participating)  Economic competitiveness  Supply chain control 

 Trade associations  Legitimization for members  

  National economy  International competitiveness 

 Innovative capacity and long-term growth 

 Position in the global value chain 

Global level   Research institution/University  International stability 

 international science system  scientific internationalism  Global scientific synergies 

 


